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Abstract: Utilizing mobile devices to collect location-related data in crowdsensing has the security problem of a location cheat-
ing attack. How to guarantee the quality of these sensitive data has become a challenge. In response to this, a location authentica-
tion scheme was proposed based on cooperation to detect malicious users who submit false locations. Firstly, users with mobile
devices were used to generate location proofs for each other, and a location verification scheme was designed based on distance
bounding protocols for obtaining new information by multiple collisions of the same random number, which ensured the user’s
location should be unforgeable and achieved the purpose of improving the quality of collected data. In addition, a location proof
cooperator select method based on region division and reputation model was proposed which effectively prevented collusion at-
tack and solved the problem of concentration of equity. Meanwhile, the incentive mechanism based on reputation value and task
completion time was designed to effectively improve the location proof cooperator efficiency of task completion. Finally, secu-
rity analysis and performance evaluation indicate that the scheme has proved to be correctness and secure, and the advantages in
computational cost and communication overhead.
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